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"CENTRIS: A Precise and Scalable Approach for Identifying Modified Open-Source Software Reuse
IEEE/ACM Int'| Conf. on Software Engineering (ICSE), May 2021.
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Tota lenses

Patch1
Vulnerabilities ID CVE-2014-2065 2
HTML via the iconSize cookie.

Function backporting

1 Function Level Vuln. Functions.java

Modify your cade based on the following recomyhendation.
L]

Cross-site scripting (XSS) vulnerability in Jenkins before 1.551 and LTS before 1.532.2 allows remote attackers to inject arbitrary web scriptor

Cwssw2 Cvssw3

getLookie

ﬁw:.tru ction 5 Copy

— Functions java_31_OLDwvul 2021-12-04 17-44:50.010169011
@@-15+1,11 @@

- public static String getCookie(HttpServietRequest req,String
- Cookie c=getCookie({req, name),

- iffc=null || cgetvaluef=null) return defaultValue;

- retumcgetvaluef)

}

\_

Patch Function 1 Copy

+++ Functions.java_31_NEW.wul 2021-12-04 17:44:50.0101690
@@-15+1,11 @@
+ public static Cookie getCookie{HttpServietRequest req,Strir
+  Cookie[] cookies = req.getCookies()

nokie : cookies) {
iffcookie.getName().equals(name)) |
return cookie;

* }
=1

+  retumnulk
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